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KlubAmp
Data Processing Agreement
Version 1.7 proposed update | 19 October 2026
Effective when signed by both parties, as provided in Clause 14.1.
Standard Contractual Clauses
For the purposes of Article 28(3) of Regulation 2016/679 (the GDPR) 
between
Customer legal name: __________________________
CVR or registration number: ____________________
Address: ____________________________________
Postcode and city: _____________________________
Country: ____________________________________
(the data controller)
and
KlubAmp, a Danish sole proprietorship owned by Edward de Renzy-Martin
CVR 33005679
Registered address: Skovkrogen 15
Postcode and city: 2920 Charlottenlund
Country: Denmark
(the data processor)
each a ‘party’; together ‘the parties’
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to meet the requirements of the GDPR and to ensure the protection of the rights of the data subject.
The four core appendices A–D are supplemented by Appendix E, incorporated through Appendix D, and Appendix F, incorporated through Appendix C.


[bookmark: KlubAmp_Overview]Processing overview
This overview is for convenience. It does not amend or override the Clauses or appendices; their full provisions apply.
Service and roles
The customer is the data controller and KlubAmp is its processor. Authorised users submit WhatsApp messages and media. KlubAmp generates and checks draft social-media posts and publishes approved, eligible content to the customer’s selected accounts. See Appendices A and C.1.
Personal data and content
Processing includes user names and mobile numbers, messages, images and videos (including children), audio, club/team information, account identifiers, drafts, approvals, publication records and logs. The customer is responsible for its lawful basis, notices and permissions and must follow the content exclusions in A.3.
Approval limitation
A coach has one pending draft. A new submission replaces it. Decisions select the current eligible draft rather than a specific WhatsApp preview; users and moderators should review the latest preview. See C.1.
Suppliers and overseas processing
Twilio handles WhatsApp messaging; Make automates workflows; OpenAI provides AI checks and generation; Cloudinary processes media; Upload-Post publishes approved posts. Processing can occur outside the EEA. The approved scope, locations and required safeguards are in B, C.5–C.6 and F.
Retention and offboarding
Make message-derived datastore records expire within seven days. Cloudinary active media is deleted on the next four-hourly cleanup after seven days. Twilio’s seven-day setting starts its deletion process. Supplier-controlled history, logs, recovery copies and other residual records last longer. See C.4 for all periods and exceptions. Standard manual exports are free and must be requested before deletion; published posts remain the customer’s responsibility.
Contacts and supplier changes
For instructions, requests and privacy matters, contact Edward de Renzy-Martin, admin@klubamp.com, +45 5234 2486. New or replacement subprocessor notices are sent by email; the customer may object within the notice period under Clause 7.3 and B.2. Unresolved objections may lead to termination of the affected service under B.2.
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[bookmark: _Toc25857815]Preamble

1. These Contractual Clauses (the Clauses) set out the rights and obligations of the data controller and the data processor, when processing personal data on behalf of the data controller.

2. The Clauses have been designed to ensure the parties’ compliance with Article 28(3) of Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation).

3. In the context of the provision of the KlubAmp SaaS service for creating, approving and publishing social media content via WhatsApp, the data processor will process personal data on behalf of the data controller in accordance with the Clauses.

4. The Clauses shall take priority over any similar provisions contained in other agreements between the parties.

5. Four appendices are attached to the Clauses and form an integral part of the Clauses.

6. Appendix A contains details about the processing of personal data, including the purpose and nature of the processing, type of personal data, categories of data subject and duration of the processing.

7. Appendix B contains the data controller’s conditions for the data processor’s use of sub-processors and a list of sub-processors authorised by the data controller.

8. Appendix C contains the data controller’s instructions with regards to the processing of personal data, the minimum security measures to be implemented by the data processor and how audits of the data processor and any sub-processors are to be performed.

9. Appendix D contains provisions for other activities which are not covered by the Clauses. 
10. The Clauses along with appendices shall be retained in writing, including electronically, by both parties.

11. The Clauses shall not exempt the data processor from obligations to which the data processor is subject pursuant to the General Data Protection Regulation (the GDPR) or other legislation.
[bookmark: _Toc14435418][bookmark: _Toc25857816]The rights and obligations of the data controller

1. The data controller is responsible for ensuring that the processing of personal data takes place in compliance with the GDPR (see Article 24 GDPR), the applicable EU or Member State[footnoteRef:1] data protection provisions and the Clauses. [1:  References to ”Member States” made throughout the Clauses shall be understood as references to “EEA Member States”.] 


2. The data controller has the right and obligation to make decisions about the purposes and means of the processing of personal data.

3. The data controller shall be responsible, among other, for ensuring that the processing of personal data, which the data processor is instructed to perform, has a legal basis. 
[bookmark: _Toc14435419][bookmark: _Toc25857817]The data processor acts according to instructions

1. The data processor shall process personal data only on documented instructions from the data controller, unless required to do so by Union or Member State law to which the processor is subject. Such instructions shall be specified in appendices A and C. Subsequent instructions can also be given by the data controller throughout the duration of the processing of personal data, but such instructions shall always be documented and kept in writing, including electronically, in connection with the Clauses. 

2. The data processor shall immediately inform the data controller if instructions given by the data controller, in the opinion of the data processor, contravene the GDPR or the applicable EU or Member State data protection provisions.

[bookmark: _Toc14435420][bookmark: _Toc25857818]Confidentiality

1. The data processor shall only grant access to the personal data being processed on behalf of the data controller to persons under the data processor’s authority who have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality and only on a need to know basis. The list of persons to whom access has been granted shall be kept under periodic review. On the basis of this review, such access to personal data can be withdrawn, if access is no longer necessary, and personal data shall consequently not be accessible anymore to those persons.

2. The data processor shall at the request of the data controller demonstrate that the concerned persons under the data processor’s authority are subject to the abovementioned confidentiality.
[bookmark: _Toc14435421][bookmark: _Toc25857819]Security of processing 

1. Article 32 GDPR stipulates that, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the data controller and data processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk.

The data controller shall evaluate the risks to the rights and freedoms of natural persons inherent in the processing and implement measures to mitigate those risks. Depending on their relevance, the measures may include the following:
a. Pseudonymisation and encryption of personal data;

b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services;

c. the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident;

d. a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.

2. According to Article 32 GDPR, the data processor shall also – independently from the data controller – evaluate the risks to the rights and freedoms of natural persons inherent in the processing and implement measures to mitigate those risks. To this effect, the data controller shall provide the data processor with all information necessary to identify and evaluate such risks.

3. Furthermore, the data processor shall assist the data controller in ensuring compliance with the data controller’s obligations pursuant to Articles 32 GDPR, by inter alia providing the data controller with information concerning the technical and organisational measures already implemented by the data processor pursuant to Article 32 GDPR along with all other information necessary for the data controller to comply with the data controller’s obligation under Article 32 GDPR.

If subsequently – in the assessment of the data controller – mitigation of the identified risks require further measures to be implemented by the data processor, than those already implemented by the data processor pursuant to Article 32 GDPR, the data controller shall specify these additional  measures to be implemented in Appendix C.
[bookmark: _Toc14435422][bookmark: _Toc25857820]Use of sub-processors

1. The data processor shall meet the requirements specified in Article 28(2) and (4) GDPR in order to engage another processor (a sub-processor).

2. The data processor shall therefore not engage another processor (sub-processor) for the fulfilment of the Clauses without the prior general written authorisation of the data controller.

3. The data processor has the data controller’s general authorisation for the engagement of sub-processors. The data processor shall inform in writing the data controller of any intended changes concerning the addition or replacement of sub-processors at least 30 days in advance, thereby giving the data controller the opportunity to object to such changes prior to the engagement of the concerned sub-processor(s). Longer time periods of prior notice for specific sub-processing services can be provided in Appendix B. The list of sub-processors already authorised by the data controller can be found in Appendix B.

4. Where the data processor engages a sub-processor for carrying out specific processing activities on behalf of the data controller, the same data protection obligations as set out in the Clauses shall be imposed on that sub-processor by way of a contract or other legal act under EU or Member State law, in particular providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the Clauses and the GDPR.

The data processor shall therefore be responsible for requiring that the sub-processor at least complies with the obligations to which the data processor is subject pursuant to the Clauses and the GDPR.

5. A copy of such a sub-processor agreement and subsequent amendments shall – at the data controller’s request – be submitted to the data controller, thereby giving the data controller the opportunity to ensure that the same data protection obligations as set out in the Clauses are imposed on the sub-processor. Clauses on business related issues that do not affect the legal data protection content of the sub-processor agreement, shall not require submission to the data controller.  

6. If the sub-processor does not fulfil his data protection obligations, the data processor shall remain fully liable to the data controller as regards the fulfilment of the obligations of the sub-processor. This does not affect the rights of the data subjects under the GDPR – in particular those foreseen in Articles 79 and 82 GDPR – against the data controller and the data processor, including the sub-processor.
[bookmark: _Toc14435423][bookmark: _Toc25857821]Transfer of data to third countries or international organisations

1. Any transfer of personal data to third countries or international organisations by the data processor shall only occur on the basis of documented instructions from the data controller and shall always take place in compliance with Chapter V GDPR. 

2. In case transfers to third countries or international organisations, which the data processor has not been instructed to perform by the data controller, is required under EU or Member State law to which the data processor is subject, the data processor shall inform the data controller of that legal requirement prior to processing unless that law prohibits such information on important grounds of public interest.

3. Without documented instructions from the data controller, the data processor therefore cannot within the framework of the Clauses:

a. transfer personal data to a data controller or a data processor in a third country or in an international organization

b. transfer the processing of personal data to a sub-processor in a third country 

c. have the personal data processed in by the data processor in a third country

4. The data controller’s instructions regarding the transfer of personal data to a third country including, if applicable, the transfer tool under Chapter V GDPR on which they are based, shall be set out in Appendix C.6.

5. The Clauses shall not be confused with standard data protection clauses within the meaning of Article 46(2)(c) and (d) GDPR, and the Clauses cannot be relied upon by the parties as a transfer tool under Chapter V GDPR.
[bookmark: _Toc14435424][bookmark: _Toc25857822]Assistance to the data controller

1. Taking into account the nature of the processing, the data processor shall assist the data controller by appropriate technical and organisational measures, insofar as this is possible, in the fulfilment of the data controller’s obligations to respond to requests for exercising the data subject’s rights laid down in Chapter III GDPR.

This entails that the data processor shall, insofar as this is possible, assist the data controller in the data controller’s compliance with:

a. the right to be informed when collecting personal data from the data subject
b. the right to be informed when personal data have not been obtained from the data subject
c. the right of access by the data subject
d. the right to rectification
e. the right to erasure (‘the right to be forgotten’)
f. the right to restriction of processing
g. notification obligation regarding rectification or erasure of personal data or restriction of processing
h. the right to data portability
i. the right to object 
j. the right not to be subject to a decision based solely on automated processing, including profiling

2. In addition to the data processor’s obligation to assist the data controller pursuant to Clause 6.3., the data processor shall furthermore, taking into account the nature of the processing and the information available to the data processor, assist the data controller in ensuring compliance with:

a. The data controller’s obligation to without undue delay and, where feasible, not later than 72 hours after having become aware of it, notify the personal data breach to the competent supervisory authority, as determined under the GDPR (Datatilsynet, the Danish Data Protection Agency, where applicable), unless the personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons;

b. the data controller’s obligation to without undue delay communicate the personal data breach to the data subject, when the personal data breach is likely to result in a high risk to the rights and freedoms of natural persons;

c. the data controller’s obligation to carry out an assessment of the impact of the envisaged processing operations on the protection of personal data (a data protection impact assessment);

d. the data controller’s obligation to consult the competent supervisory authority, as determined under the GDPR (Datatilsynet, the Danish Data Protection Agency, where applicable), prior to processing where a data protection impact assessment indicates that the processing would result in a high risk in the absence of measures taken by the data controller to mitigate the risk.

3. The parties shall define in Appendix C the appropriate technical and organisational measures by which the data processor is required to assist the data controller as well as the scope and the extent of the assistance required. This applies to the obligations foreseen in Clause 9.1. and 9.2.
[bookmark: _Toc14435425][bookmark: _Toc25857823]Notification of personal data breach

1. In case of any personal data breach, the data processor shall, without undue delay after having become aware of it, notify the data controller of the personal data breach.

2. The data processor’s notification to the data controller shall, if possible, take place within 24 hours after the data processor has become aware of the personal data breach to enable the data controller to comply with the data controller’s obligation to notify the personal data breach to the competent supervisory authority, cf. Article 33 GDPR.

3. In accordance with Clause 9(2)(a), the data processor shall assist the data controller in notifying the personal data breach to the competent supervisory authority, meaning that the data processor is required to assist in obtaining the information listed below which, pursuant to Article 33(3)GDPR, shall be stated in the data controller’s notification to the competent supervisory authority:  

a. The nature of the personal data breach including where possible, the categories and approximate number of data subjects concerned and the categories and approximate number of personal data records concerned; 

b. the likely consequences of the personal data breach;

c. the measures taken or proposed to be taken by the controller to address the personal data breach, including, where appropriate, measures to mitigate its possible adverse effects. 

4. The parties shall define in Appendix C all the elements to be provided by the data processor when assisting the data controller in the notification of a personal data breach to the competent supervisory authority.
[bookmark: _Toc14435426][bookmark: _Toc25857824]Erasure and return of data

1. On termination of the provision of personal data processing services, the data processor shall be under obligation to delete all personal data processed on behalf of the data controller and certify to the data controller that it has done so unless Union or Member State law requires storage of the personal data.

[bookmark: _Toc14435427][bookmark: _Toc25857825]Audit and inspection

1. The data processor shall make available to the data controller all information necessary to demonstrate compliance with the obligations laid down in Article 28 and the Clauses and allow for and contribute to audits, including inspections, conducted by the data controller or another auditor mandated by the data controller.

2. Procedures applicable to the data controller’s audits, including inspections, of the data processor and sub-processors are specified in appendices C.7. and C.8.    

3. The data processor shall be required to provide the supervisory authorities, which pursuant to applicable legislation have access to the data controller’s and data processor’s facilities, or representatives acting on behalf of such supervisory authorities, with access to the data processor’s physical facilities on presentation of appropriate identification. 
[bookmark: _Toc14435428][bookmark: _Toc25857826]The parties’ agreement on other terms 

1. The parties may agree other clauses concerning the provision of the personal data processing service specifying e.g. liability, as long as they do not contradict directly or indirectly the Clauses or prejudice the fundamental rights or freedoms of the data subject and the protection afforded by the GDPR.
[bookmark: _Toc14435429][bookmark: _Toc25857827]Commencement and termination

1. The Clauses shall become effective on the date of both parties’ signature.

2. Both parties shall be entitled to require the Clauses renegotiated if changes to the law or inexpediency of the Clauses should give rise to such renegotiation. 

3. The Clauses shall apply for the duration of the provision of personal data processing services. For the duration of the provision of personal data processing services, the Clauses cannot be terminated unless other Clauses governing the provision of personal data processing services have been agreed between the parties.

4. If the provision of personal data processing services is terminated, and the personal data is deleted or returned to the data controller pursuant to Clause 11.1. and Appendix C.4., the Clauses may be terminated by written notice by either party.

5. Signature

On behalf of the data controller

Name _____________________________
Position _____________________________
Date _____________________________
Signature _____________________________


On behalf of the data processor

Name		Edward de Renzy-Martin
Position	Owner
Date		_____________________________
Signature	_____________________________


[bookmark: _Toc14435430][bookmark: _Toc25857828]Data controller and data processor contacts/contact points

1. The parties may contact each other using the following contacts/contact points:

2. The parties shall be under obligation continuously to inform each other of changes to contacts/contact points.

Name _____________________________
Position _____________________________
Telephone _____________________________
E-mail _____________________________


Name: Edward de Renzy-Martin
Contact role: Data protection contact
Telephone: +45 5234 2486
E-mail: admin@klubamp.com


[bookmark: _Ref501111138][bookmark: _Toc14435431][bookmark: _Toc25857829]Appendix A	Information about the processing 

The processing activities below form the connected workflow for the KlubAmp service. The customer decides which personal data and content are submitted and published.

A.1. The purpose of the data processor’s processing of personal data on behalf of the data controller is:

To enable authorised users at sports clubs and associations to submit content via WhatsApp, create platform-specific social media posts using automated workflows and AI, review and approve drafts, and publish approved content to the customer’s selected social media accounts.

A.2. The data processor’s processing of personal data on behalf of the data controller shall mainly pertain to (the nature of the processing):

Receipt of WhatsApp messages and retrieval of submitted text, photos and videos; workflow automation and operational storage; OpenAI API generation and rewriting of platform-specific social media posts, factual-consistency checking and text safety/moderation, with image and sampled-video-frame analysis/moderation and audio transcription from submitted videos where applicable; media hosting, processing and transformation; preparation and presentation of draft posts for WhatsApp approval; referral of borderline posts to customer-appointed moderators; and publication of approved content that passes the moderation process. Processing also includes recording approvals, publications and operational logs. Retention, return and deletion procedures are addressed in Appendix C.4.

A.3. The processing includes the following types of personal data about data subjects:

Names and mobile numbers of authorised users; WhatsApp messages and their content; submitted photos and videos, including images of club members and children; audio contained in submitted videos; club and team information where it relates to identifiable persons; social media account identifiers; draft posts and associated approvals; publication records; and operational logs. The exact content depends on what the customer submits. Special-category personal data, including health information about injuries or medical conditions, is outside the intended scope. The customer must not submit it or confidential disciplinary or safeguarding records, criminal-offence allegations or records, identity documents, government identifiers, financial-account details or intimate personal information, and must instruct authorised users accordingly. Incidental sensitive content and moderation limits are addressed in Appendix C.1.

A.4. Processing includes the following categories of data subject:

Authorised persons acting for the customer and customer-appointed moderators; club and association members, including children; and other identifiable persons depicted, heard or mentioned in submitted messages, photos, videos or generated posts.

A.5. The data processor’s processing of personal data on behalf of the data controller may be performed when the Clauses commence. Processing has the following duration:

Processing takes place during provision of the KlubAmp service under these Clauses. Appendix C.4 sets out the retention, return and deletion arrangements for Make, Cloudinary, Twilio, OpenAI and Upload-Post, including offboarding and supplier-controlled residual data after termination.
[bookmark: _Ref501111172][bookmark: _Toc14435432][bookmark: _Toc25857830]
Appendix B	Authorised sub-processors 

[bookmark: _Toc14271711][bookmark: _Toc14271915][bookmark: _Toc14391524][bookmark: _Toc14391607][bookmark: _Toc14391843][bookmark: _Toc14435433][bookmark: _Toc501369808][bookmark: _Toc505602987][bookmark: _Toc505780020][bookmark: _Toc506305864][bookmark: _Toc511035884]
[bookmark: _Toc14271712][bookmark: _Toc14271916][bookmark: _Toc14271713][bookmark: _Toc14271917][bookmark: _Toc14271714][bookmark: _Toc14271918][bookmark: _Toc14271715][bookmark: _Toc14271919][bookmark: _Toc14271716][bookmark: _Toc14271920][bookmark: _Toc14271717][bookmark: _Toc14271921][bookmark: _Toc14271718][bookmark: _Toc14271922][bookmark: _Toc14271719][bookmark: _Toc14271923][bookmark: _Toc14271720][bookmark: _Toc14271924][bookmark: _Toc501369809][bookmark: _Toc505602988][bookmark: _Toc505780021][bookmark: _Toc506305865][bookmark: _Toc511035885][bookmark: _Toc14435434]B.1. Approved sub-processors
On commencement of the Clauses, the data controller authorises the engagement of the following sub-processors:

	NAME
	IDENTIFIER
	ADDRESS
	DESCRIPTION OF PROCESSING

	Twilio Ireland Limited
	VAT: IE3335493BH
	70 Sir John Rogerson’s Quay, Dublin 2, D02 R296, Ireland.
	WhatsApp Business messaging and retrieval of submitted media.

	Celonis Inc. (Make.com)
	—
	One World Trade Center, 70th Floor, New York, NY 10007, United States.
	Workflow automation, processing and operational data storage.

	OpenAI Ireland Ltd. (OpenAI API)
	—
	1st Floor, The Liffey Trust Centre, 117–126 Sheriff Street Upper, Dublin 1, D01 YC43, Ireland.
	Social post generation and rewriting; factual-consistency checking; text safety/moderation; image and sampled-video-frame analysis/moderation; video-audio transcription where applicable.

	Cloudinary Inc.
	—
	6201 America Center Drive, Suite 220, San Jose, CA 95002, United States.
	Media hosting, processing and transformation, including preparing photos and videos for moderation and publication.

	TONVI TECH SL (Upload-Post)
	Tax ID: ESB19780394
	Calle Puerta del Mar 18, 29005 Málaga, Spain.
	Publishing approved content to selected social-media accounts. Optional AI features are not used.


The suppliers above are directly engaged by KlubAmp; Twilio’s further sub-processor Meta is recorded in F.2. Contracting terms and safeguards are in C.6; locations are in C.5 and F.
Processing outside the agreed instructions requires documented customer authorisation, including E.6’s conditional authorisation for supplier location changes. Sub-processor additions and replacements follow Clause 7 and B.2.
[bookmark: _Toc14435435]B.2. Prior notice for the authorisation of sub-processors
Under Clause 7’s general written authorisation, KlubAmp will email the customer’s nominated contact at least 30 days before an added or replacement sub-processor begins processing customer data. The customer may object during that period by emailing admin@klubamp.com. The same procedure applies to E.6 location changes.
On objection, KlubAmp will discuss a suitable alternative with the customer. If none is agreed, the customer may terminate the affected service in writing before the change takes effect, without cancellation penalty. KlubAmp will refund unused prepaid fees for the terminated service on a proportionate basis. “Affected service” means the processing functionality that reasonably depends on the objected-to sub-processor. If that functionality cannot reasonably be separated from the KlubAmp service, the customer may terminate the KlubAmp service in full. Offboarding follows Appendix C.4.
[bookmark: _Ref501111183][bookmark: _Toc14435436][bookmark: _Toc25857831]Appendix C	Instruction pertaining to the use of personal data 
[bookmark: _Toc14435438][bookmark: KlubAmp_C_1]C.1. The subject of/instruction for the processing
The data processor’s processing of personal data on behalf of the data controller shall be carried out by the data processor performing the following:
[bookmark: KlubAmp_C_1_1]C.1.1. Authorisation, moderation and publication
Provide the workflow in Appendix A on the customer’s documented instructions. The customer provides each authorised person’s name and WhatsApp mobile number; KlubAmp adds them to the coaches list in the Make.com datastore. The Make.com workflow checks each sender’s WhatsApp number against that list and blocks unlisted numbers from submitting content or approving posts. KlubAmp uses its own WhatsApp Business account and number for all customer clubs; customer data is separated as described in C.2.
The customer may request removal of a person’s access by email; KlubAmp disables access by deleting that person from the coaches list within two working days of receiving the customer’s email request. Every authorised person may submit content and approve their own draft by replying “APPROVE” in WhatsApp; the customer must take both permissions into account when designating authorised users. Posts undergo AI moderation and checks through the OpenAI API. Approved posts deemed suitable are published; unsuitable posts are rejected.
Borderline posts are sent to a customer-appointed moderator through WhatsApp. The moderator must reply “APPROVE” or “REJECT”. A borderline post remains unpublished unless the moderator approves it; if the moderator rejects it or does not respond, it is not published. The customer connects its social media accounts by signing in and authorising access through Upload-Post. Upload-Post publishes approved content to the accounts designated for that customer.
Publish only approved content that has passed this moderation process to the customer’s selected accounts, which may include Facebook, Instagram, LinkedIn, TikTok and X. The customer decides what personal data and content are submitted and published. The customer must follow the content restrictions in Appendix A.3.
[bookmark: KlubAmp_C_1_2]C.1.2. Current-draft approval
Draft replacement and approval: One draft may await a decision per coach. A new submission replaces that coach’s draft. Coach approvals and moderator decisions select the current eligible draft for the relevant coach, rather than matching a particular WhatsApp preview or draft version. Users and moderators should review the latest preview before deciding. A delayed or newly repeated decision intended for an earlier preview may therefore apply to a replacement that is awaiting that decision.
[bookmark: KlubAmp_C_1_3]C.1.3. Sensitive-content checks
KlubAmp’s AI checks do not deliberately infer health status, racial or ethnic origin, religion or other special-category characteristics, or identify people through face or voice matching. Ordinary identifiable images are not automatically special-category biometric data; submitted content can nevertheless reveal other sensitive information.
Ordinary club media may inadvertently reveal sensitive information, for example a health detail mentioned in a video. Inadvertent submission does not expand the permitted scope. Content flagged by the AI checks as potentially containing prohibited sensitive information is not published automatically and is rejected or held from publication in accordance with the configured workflow. Detection is not guaranteed and does not prevent supplier processing before detection. Approval does not override the content restrictions. Customer requests for deletion or restriction follow Appendix C.3 and the retention and deletion arrangements in C.4.
[bookmark: KlubAmp_C_1_4]C.1.4. Publication platform roles
Publication platforms: the customer selects and authorises its connected social media accounts and approves content for publication. KlubAmp uses Upload-Post as its sub-processor to transmit approved content and necessary publication data on the customer’s documented instructions. After receipt, each platform processes data under its applicable terms and privacy notices. Its role as an independent controller, joint controller or processor depends on the feature used, account settings and the actual processing activities.
The customer is responsible for its platform selection, lawful basis and required notices and permissions. KlubAmp’s own processing remains governed by these Clauses. Management of published posts follows Appendix C.4.
[bookmark: KlubAmp_C_1_5]C.1.5. Subsequent instructions
Subsequent instructions: the customer shall send new, changed or withdrawn processing instructions to admin@klubamp.com. KlubAmp will confirm by email once it has acted on them. These emails form part of the documented instructions under Clause 4. Existing procedures for removing user access, disconnecting social media accounts and restricting processing remain as described in appendices C.2 and C.3.
[bookmark: _Toc501369813][bookmark: _Toc505602991][bookmark: _Toc505780024][bookmark: _Toc506305868][bookmark: _Toc511035888][bookmark: _Toc14435439][bookmark: KlubAmp_C_2]C.2. Security of processing
The level of security shall take into account:
[bookmark: KlubAmp_C_2_1]C.2.1. Risk context and assessment
The assessment shall account for identifiable people in messages and media, including children; audio from videos; access to customer social media accounts; processing by several suppliers and AI systems; intended public disclosure of approved content; risks of unauthorised access, disclosure, incorrect publication or loss; and possible processing outside the EU/EEA. Special-category personal data is outside the intended processing scope and clubs are instructed not to submit it, as set out in Appendix A.3.
The assessment includes inadvertent submission and missed detection despite the OpenAI publication checks. Typical usage is about ten authorised coaches per club, each submitting one or two WhatsApp messages weekly: ten to twenty submissions per club per week. This estimate is not a service limit. KlubAmp maintains a documented internal assessment of the data-protection and information-security risks associated with the service. The assessment records the principal risks, existing controls, residual risks and any outstanding actions or verification.
It is reviewed and updated where there are material changes to the service, processing activities or supplier arrangements. The data controller remains responsible for determining whether its use requires a data protection impact assessment and for completing any required assessment. KlubAmp provides assistance under Clause 9 and Appendix C.3.
The data processor shall hereafter be entitled and under obligation to make decisions about the technical and organisational security measures that are to be applied to create the necessary (and agreed) level of data security.    
The data processor shall however – in any event and at a minimum – implement the following measures that have been agreed with the data controller:  
[bookmark: KlubAmp_C_2_2]C.2.2. Data minimisation and separation
Data minimisation and separation: the Events datastore stores the message identifier and receipt timestamp for duplicate protection without the sender telephone number. Club identifiers separate customers as described below; these identifiers do not anonymise messages or media. Encryption during transmission and storage is described below. Cryptographic keys for supplier-managed encryption are managed by the suppliers; Make documents AWS Key Management Service for its storage encryption.
[bookmark: KlubAmp_C_2_3]C.2.3. Administrative authentication
Administrative access to Make.com, Twilio, OpenAI, Cloudinary and Upload-Post is restricted to Edward de Renzy-Martin as primary administrator and a nominated emergency technical helper acting under KlubAmp’s direction. The primary administrator uses separate, unique passwords for Make.com, Twilio, OpenAI and Cloudinary, stored in Apple Passwords, together with two-factor authentication. Upload-Post uses emailed sign-in links to a mailbox protected by two-factor authentication. The primary administrator’s supplier passwords and sign-in/recovery mailboxes are accessible on the protected MacBook without the iPhone.
Supplier staff access remains governed by suppliers’ documented least-privilege, monitoring and authentication controls, separate from these KlubAmp administrator settings.
[bookmark: KlubAmp_C_2_4]C.2.4. Account recovery
Account recovery for the primary administrator: Make.com, Twilio and Cloudinary recovery codes are stored securely, independently of the iPhone. iCloud backup is enabled for Microsoft Authenticator used for Make.com and OpenAI. The same-account trusted MacBook can provide Apple Account verification codes without the iPhone. Restoring Authenticator requires access to that Apple Account and a compatible replacement iOS device. KlubAmp will test its account-recovery arrangements periodically and following material changes.
[bookmark: KlubAmp_C_2_5]C.2.5. Emergency support
Emergency administrative support: the nominated helper is based in Denmark, acts personally under KlubAmp’s direct authority and is bound by written confidentiality and restrictions on use of customer data and account credentials. The helper has separate authorised logins to KlubAmp’s supplier accounts and uses their own two-factor authentication arrangements. The role is limited to urgent security incidents, account disconnections and customer offboarding when the primary administrator is unavailable.
The helper must follow KlubAmp’s documented instructions and the procedures in these Clauses, and must not process customer data outside those instructions, use customer data for their own purposes, or delegate the work or access to other persons. Access is limited to what is necessary for the authorised emergency tasks. The helper must immediately report suspected security incidents involving KlubAmp data or systems to KlubAmp.
When the role ends, KlubAmp will revoke the helper’s access, and the helper must return or securely delete customer information and KlubAmp account credentials held for the role, in accordance with KlubAmp’s instructions and applicable legal obligations. If the arrangement changes so that the helper or another service provider acts as a separate processor, that provider will be subject to Clause 7 and Appendix B.
[bookmark: KlubAmp_C_2_6]C.2.6. Club separation and routing
Customer separation and publication routing: each customer has a club identifier linking its authorised users, publishing preferences and social media destinations. An incoming WhatsApp message is checked against the authorised-user records using the sender’s telephone number to identify the corresponding club. Unauthorised senders cannot submit content for publication. The club identifier accompanies the draft through content generation, moderation, approval and publication. Before publication, KlubAmp validates the club’s publishing configuration and verifies the designated publishing accounts, then routes approved content to that club’s social media destinations through Upload-Post.
[bookmark: KlubAmp_C_2_7]C.2.7. Recovery from supplier failures
Recovery from supplier failures: KlubAmp has built-in error-handling and retry mechanisms designed to recover from temporary supplier failures where technically possible. Where the necessary data remains available, interrupted processing or publication may be retried or recovered automatically. If recovery is unsuccessful, or the necessary data has expired under the seven-day retention policy, the user may need to resubmit the content. Where necessary, publication status should be checked before resubmission to avoid duplicate posts. Recovery is not guaranteed, particularly during an extended supplier outage.
No specific restoration time or additional manual recovery intervention is committed to under this procedure; applicable legal obligations remain unaffected.
[bookmark: KlubAmp_C_2_8]C.2.8. Backup arrangements
Backup arrangements: Cloudinary automatic backup is disabled and no external backup bucket is configured for KlubAmp. Separate Cloudinary disaster-recovery copies remain subject to the retention in Appendix C.4 despite that setting. Twilio’s indefinite backup/archive storage is disabled; residual database backups follow Appendix C.4. Make documents separate redundant backup storage and recovery procedures tested at least annually. Twilio documents encrypted backups across availability zones. Upload-Post documents encrypted supplier-managed backups. These supplier arrangements do not guarantee restoration of records that have expired under the agreed retention rules.
Supplier-controlled residual copies and known retention limits are described in Appendix C.4.
[bookmark: KlubAmp_C_2_9]C.2.9. Automated deletion monitoring
Deletion monitoring and review: the automated KlubAmp Maintenance scenario runs every four hours and manages deletion in Make and Cloudinary. Automatic Make error notifications are configured for the Maintenance scenario. Monitoring is exception-based: KlubAmp relies on these notifications and investigates reported failures. Formal daily or weekly manual checks and routine customer reporting are not part of this procedure. KlubAmp will perform and document a manual deletion-control check at least quarterly and following material changes to the deletion workflow. Each check will be recorded briefly in an internal record.
[bookmark: KlubAmp_C_2_10]C.2.10. Security testing and material changes
Supplier security testing: Make publishes independent penetration-testing arrangements; Twilio publishes regular penetration testing and vulnerability scanning; Cloudinary’s DPA specifies third-party penetration testing at least annually; OpenAI’s Security Measures specify annual penetration testing and annual independent external security audits. Upload-Post publishes periodic security review and testing arrangements. These are supplier measures. For material workflow changes that could affect user authorisation, club separation or publishing destinations, KlubAmp tests that unauthorised users remain blocked and posts are routed to the correct club’s configured social media accounts.
These checks are not required for routine changes that do not affect those controls.
[bookmark: KlubAmp_C_2_11]C.2.11. User and publishing-account access
User authorisation: the customer supplies authorised persons’ names and WhatsApp mobile numbers, which KlubAmp records in the coaches list in the Make.com datastore. The Make.com workflow checks each sender’s WhatsApp number against this list and blocks unlisted numbers from submitting content or approving posts. When the customer requests removal of access by email, KlubAmp deletes that person from the coaches list within two working days of receiving the email request, disabling their access.
The customer connects its social media accounts by signing in and authorising access through Upload-Post. In this sign-in process, social media passwords are entered only by the customer; KlubAmp does not receive or store them. The customer requests disconnection of its social media accounts by email to admin@klubamp.com; KlubAmp disconnects the requested accounts through Upload-Post within two working days of receiving the email request.
[bookmark: KlubAmp_C_2_12]C.2.12. Encryption in transit
Protection during transmission: under KlubAmp’s current architecture, all external webhook, API and media communications are encrypted in transit using HTTPS/TLS. Relative Twilio media resource references are resolved to authenticated HTTPS requests when the associated media is retrieved. Make documents TLS 1.2/1.3 for network communications, Twilio documents TLS 1.2 for application and service traffic, and OpenAI and Upload-Post document TLS 1.2 or later. Cloudinary’s DPA specifies encryption in transit using secure protocols such as HTTPS/TLS.
[bookmark: KlubAmp_C_2_13]C.2.13. Encryption at rest
Protection during storage: Make publishes AES-256 full-disk encryption; Twilio publishes AES encryption of stored customer data; OpenAI and Cloudinary publish AES-256 encryption at rest. Upload-Post’s DPA specifies encrypted storage and additional encryption of access-token fields. These are supplier-managed measures for data held within their systems. Temporary customer exports downloaded to the primary administrator’s MacBook are protected by its encryption and handled under the export procedure in Appendix C.4. Administrator-device settings are described below.
[bookmark: KlubAmp_C_2_14]C.2.14. Supplier security sources
Supplier security references: Make security; Make technical measures; Twilio Security Overview; OpenAI business data; OpenAI Security Measures; Cloudinary DPA Annex II; Upload-Post DPA Annex II.
[bookmark: KlubAmp_C_2_15]C.2.15. Physical security
Physical security of processing locations: KlubAmp’s primary administrative premises are at the registered address, which is kept locked when unattended. Edward de Renzy-Martin prevents other people from using his MacBook or iPhone to access KlubAmp’s supplier accounts. Supplier-published measures include controlled physical access and security controls for Make and Twilio facilities, AWS-managed production infrastructure for Cloudinary, guards, surveillance and access controls at OpenAI facilities, and access cards, surveillance and monitoring at Upload-Post’s hosting-provider data centres.
[bookmark: KlubAmp_C_2_16]C.2.16. Administrator devices
Primary administrator devices: Edward de Renzy-Martin uses a MacBook and an iPhone to administer KlubAmp. The MacBook is password-protected, encrypted and not shared with other users. The iPhone is protected by a passcode and Face ID. Both devices use automatic screen locking and automatic software updates. The emergency helper’s access device is protected by a password or passcode and automatic screen locking, has current security updates, and is restricted to authorised users.
[bookmark: KlubAmp_C_2_17]C.2.17. Logging and error investigation
Logging: Make retains execution history for up to 30 days under the current Core plan, separately from the KlubAmp datastores; its contents are described in Appendix C.4. Twilio retains Debugger/error logs for approximately 30 days and Messaging Insights for approximately 120 days without message bodies. Twilio’s separate internal security logs are retained for 180 days with restricted security-team access. Cloudinary’s DPA specifies system logs for 90 days online and one year in cold storage. Upload-Post’s log periods are in Appendix C.4.
The suppliers publish restricted access and monitoring of internal security or administrative logs. Make’s Enterprise customer audit-log feature is not included in KlubAmp’s Core plan. KlubAmp’s deletion monitoring is described above. Make sends automated error notifications for message-processing and publication failures. KlubAmp investigates reported errors or operational issues where necessary, using Make’s execution history where useful to diagnose the issue and determine whether processing can be retried or the user needs to resubmit the content.
Investigation is exception-based; successful executions and minor non-actionable warnings are not routinely reviewed. This procedure does not impose routine manual monitoring or reporting obligations.
[bookmark: _Toc14435440][bookmark: KlubAmp_C_3][bookmark: _Toc501369819][bookmark: _Toc505602992][bookmark: _Toc505780025][bookmark: _Toc506305869][bookmark: _Toc511035889]C.3. Assistance to the data controller
The data processor shall insofar as this is possible – within the scope and the extent of the assistance specified below – assist the data controller in accordance with Clause 9.1. and 9.2. by implementing the following technical and organisational measures:
[bookmark: KlubAmp_C_3_1]C.3.1. Assistance and response timing
Assistance concerns data-subject requests, security obligations, breach notification, data protection impact assessments and prior consultation under Clause 9. The customer shall send requests for assistance with access, correction or deletion of personal data to admin@klubamp.com. KlubAmp shall acknowledge these requests within two working days of receipt and provide assistance without undue delay according to the request.
Where reasonably possible, KlubAmp will provide its substantive response within ten working days of receipt; if more time is needed, it will inform the customer of the expected completion date. KlubAmp will notify the customer of a personal data breach without undue delay, aiming within 24 hours of becoming aware of it, by email to the customer’s nominated contact, with the fallback contact procedure in Appendix E.3.
KlubAmp will gather available breach facts from its records and affected suppliers and share them with the customer, including available information on the nature of the breach, affected data and individuals, likely consequences and measures taken or proposed. KlubAmp will provide updates without undue delay as further information becomes available; the initial notification will not await a complete investigation.
On request, KlubAmp will provide relevant available information about its processing, security measures and suppliers to assist the customer with security assessments, data protection impact assessments and prior consultation with a competent supervisory authority, taking into account the nature of the processing and information available to KlubAmp. This assistance is subject to appropriate confidentiality safeguards and does not transfer the customer’s responsibility for its own assessments or consultation to KlubAmp.
[bookmark: KlubAmp_C_3_2]C.3.2. Verification of requests
Verification of customer requests: KlubAmp will manually check that a request for export, access, correction, deletion or restriction comes from a person authorised by the customer, using the contact details held for that customer. If the sender or authority is unclear, KlubAmp will confirm the request through a known contact channel before disclosing, changing or deleting data. Verification will be proportionate to the nature and sensitivity of the request and handled without undue delay.
[bookmark: KlubAmp_C_3_3]C.3.3. Available supplier controls
Manual offboarding exports follow Appendix C.4. On the customer’s documented instructions, KlubAmp can manually locate, correct or delete the club’s or user’s records in Make. For requests relating to data held by Twilio, OpenAI, Cloudinary or Upload-Post, KlubAmp will handle the request using the supplier’s available controls. Supplier-controlled execution history, logs, backups and other residual data remain subject to the retention arrangements in Appendix C.4; use of those controls does not establish immediate deletion of all supplier-held copies.
On the customer’s documented request to restrict processing, KlubAmp will manually apply the supplier’s available controls and, where necessary, disable affected users or publishing connections until the customer gives further instructions. KlubAmp will inform the customer of relevant technical limitations. Restriction requests do not automatically suspend supplier retention or deletion processes; any instruction to preserve affected data must be considered within the available controls and applicable legal requirements. No automated export feature is currently provided.
[bookmark: _Toc14435441][bookmark: KlubAmp_C_4]C.4. Storage period/erasure procedures 
Retention at a glance
This table is a summary. The detailed provisions below govern retention, deletion timing, supplier-controlled residual copies and exceptions; the seven-day rule is not a universal purge period.
	System and data
	Operational retention and deletion
	Residual data and qualifications

	Make message records
	PendingDrafts, Events and Dispatch: automatic deletion within seven days; completed Dispatch records may be removed earlier.
	Separate execution history can remain for up to 30 days. A fixed purge period for all routine supplier backups is not established.

	Make settings
	Retained while required for the service. Normally deleted within seven days of offboarding notice; a short export extension may be agreed in writing.
	Configuration is outside the seven-day message rule. An export extension does not suspend automatic message/media retention.

	Make execution history
	Up to 30 days under the Core plan; may include personal and message-related data.
	Supplier-controlled retention. Deleting datastore records does not itself delete execution history. A fixed purge period for all routine backups is not established.

	Cloudinary media
	Deleted from active storage on the next four-hourly run after assets become more than seven days old. CDN invalidation usually takes minutes, with full propagation taking a few hours.
	Disaster-recovery copy: 30 days after deletion, even with automatic backup disabled. Logs: 90 days online and one year in cold storage. Limited purpose-based exceptions remain; 30 days is not a universal maximum.

	Twilio WhatsApp data
	Seven-day retention setting; automatic deletion begins after that period. Indefinite backup/archive storage is disabled.
	Media may remain retrievable for about 30 additional days; message-body backups may remain for about 30 days after deletion. Debugger logs: about 30 days; Insights: about 120 days without bodies; security logs: 180 days. Recipient WhatsApp copies are unaffected.

	OpenAI API data
	Response storage is disabled; no persistent Conversations are created or reused. Separate persistent file uploads are not configured in the reviewed workflows.
	Abuse-monitoring logs: up to 30 days; encrypted prompt-cache state: up to 24 hours. Documented legal/security exceptions include flagged-image review. ZDR/MAM are off; no fixed purge period is established for all routine backups.

	Upload-Post publication data
	Temporary API media: approximately 24 hours. Content awaiting publication: until publication/cancellation plus up to 30 days. Published references/metadata: supplier-agreement duration or service configuration.
	Operational/performance logs: up to 90 days; security logs: up to 12 months; backups: up to 30 days from creation. KlubAmp relies on standard supplier deletion; no custom cleanup schedule.



[bookmark: KlubAmp_C_4_1]C.4.1. Storage arrangements
Outside the temporary administrative export step described below and necessary incident-evidence handling under Appendix E.3, KlubAmp does not separately save customer messages, photos or videos on the primary administrator’s devices or in iCloud or OneDrive. These data remain within the supplier systems. Manual customer exports follow the procedure below.
[bookmark: KlubAmp_C_4_2]C.4.2. Make message records
Make message datastores: PendingDrafts stores the coach’s original WhatsApp message, generated social media posts, workflow status and media references during preparation and approval. Events stores the Twilio Message SID and receipt timestamp for duplicate-message protection; the sender’s phone number is no longer stored in Events. Dispatch stores approved publication data, provider and status information, and temporary media and publication references required to publish, confirm and recover posts. These message-derived datastore records are automatically deleted within seven days.
Completed Dispatch records may be removed earlier under the existing cleanup process. The four-hourly Maintenance scenario manages deletion in Make and Cloudinary; its monitoring and review arrangements are described in Appendix C.2.
[bookmark: KlubAmp_C_4_3]C.4.3. Make configuration
Make operational configuration: Coaches, Clubs, ClubPrompts, ClubDestinations, ProviderBindings and Globals are retained while required to provide the service. These configuration datastores are not subject to the seven-day message-retention rule.
[bookmark: KlubAmp_C_4_4]C.4.4. Make execution history
Make execution history: under the current Make Core plan, execution history is retained for up to 30 days. It can contain phone numbers, WhatsApp profile and name information, original messages, generated social media content, media references and URLs, provider identifiers, publication data and moderation outcomes. Make controls this retention separately from the KlubAmp datastores. Deletion of a message-derived datastore record does not itself remove the corresponding execution history.
[bookmark: KlubAmp_C_4_5]C.4.5. Cloudinary media and residual copies
Cloudinary media: all new KlubAmp uploads are tagged klubamp_temp. The KlubAmp Maintenance scenario runs every four hours, checks tagged assets and automatically deletes them on the next scheduled run after they become more than seven days old. API deletion removes the original, its associated derived resources and transformed versions, including generated video frames and variants, and the asset metadata from active storage. Cleanup requests CDN invalidation using invalidate=true.
Cloudinary states that the CDN purge usually takes effect within minutes, with full propagation to all edge locations taking a few hours. Existing legacy KlubAmp media has been cleaned up or tagged so that all surviving KlubAmp media is covered by the same automatic retention rule. Cloudinary automatic backup is disabled, and no external backup bucket is configured for KlubAmp.
Cloudinary recovery copies and residual records: a copy of a deleted asset remains in Cloudinary’s disaster-recovery storage for 30 days after deletion, even when automatic asset backup is disabled. This is additional to KlubAmp’s seven-day active-media period. Cloudinary’s DPA specifies system logs for 90 days online and one year in cold storage.
Its clarified Section 10.2 exceptions are limited to encrypted system backups for disaster recovery and business continuity; security, audit and fraud/misuse records; legally required records; and information necessary for actual or reasonably anticipated legal claims or proceedings. Such retained data remain subject to security and confidentiality obligations and are kept only as long as required for the relevant purpose. The asset recovery period is not a universal maximum for these exceptions.
Cloudinary account termination: cancellation disables the supplier account; assets are permanently deleted after 30 days continuously disabled, while the account record remains for possible reactivation. Reactivation does not restore those deleted assets. On a full account-deletion request, Cloudinary removes assets, logs, customer information and backup copies within 30 days, subject to the limited Section 10.2 exceptions above. Full account deletion and erasure unavailable through the API may be requested through Cloudinary support using its account-verification procedure.
These supplier-account procedures are separate from individual club offboarding: KlubAmp’s shared supplier account is not closed or deleted when a club leaves.
[bookmark: KlubAmp_C_4_6]C.4.6. Twilio messages, media and residual copies
Twilio messages and media: account-level messaging retention is set to seven days for both incoming WhatsApp messages from coaches and users and outgoing KlubAmp WhatsApp messages, including draft previews, APPROVE/REJECT responses, moderator messages and publishing confirmations. Twilio’s deletion process begins automatically after this retention period. Media stored by Twilio is covered by the same seven-day setting, and media authentication remains enabled. Under Twilio’s stated deletion policy, media may remain retrievable for up to approximately 30 additional days while deletion completes.
Twilio backups and operational records: indefinite backup/archive storage is disabled. Under Twilio’s standard policies, residual supplier-controlled database backups may nevertheless retain message bodies for up to approximately 30 additional days after deletion. Debugger/error logs are retained for approximately 30 days and Messaging Insights for approximately 120 days, without message bodies. These operational records and residual backups are separate from the seven-day messaging retention setting. Twilio’s retention settings do not delete copies already delivered to recipients’ WhatsApp accounts or media separately stored by other KlubAmp suppliers. The periods above describe Twilio’s systems; they do not establish a seven-day retention period for separate WhatsApp/Meta service records.
[bookmark: KlubAmp_C_4_7]C.4.7. OpenAI API and application state
OpenAI API: KlubAmp uses the API through Make to generate and rewrite platform-specific social media posts, check factual consistency and perform text safety/moderation, with image and sampled-video-frame analysis/moderation and audio transcription from submitted videos where applicable. Standard API data-retention settings apply; Zero Data Retention and Modified Abuse Monitoring are not enabled. Prompts, responses and related customer content may be retained in abuse-monitoring logs for up to 30 days, subject to OpenAI’s documented legal and security exceptions.
API data is not used to train OpenAI models by default unless data sharing is explicitly enabled.
OpenAI application-state storage: KlubAmp’s content generation and checking calls are configured with response storage disabled and without creating or reusing persistent OpenAI Conversations. Each request supplies its own input without relying on saved OpenAI conversation state. Separate persistent OpenAI file uploads are not configured in the reviewed workflows. Legacy stored responses, conversations and associated items confirmed as belonging to KlubAmp are deleted separately; changing the settings does not itself remove earlier data. These controls do not disable supplier-controlled retention.
OpenAI may retain encrypted prompt-cache state for up to 24 hours, in addition to applicable standard abuse-monitoring retention and documented legal and security exceptions, including retention of flagged images for manual review. These supplier retention periods are separate from the seven-day Make datastore and Cloudinary media rules.
[bookmark: KlubAmp_C_4_8]C.4.8. Upload-Post publication data
Upload-Post publication: KlubAmp uses the service to publish approved content to selected social media platforms. Photos and videos are submitted as temporary media through the standard publishing integration. Upload-Post’s published policy provides for automatic deletion of temporary API media after approximately 24 hours; KlubAmp does not run a separate Make cleanup for this media. Under Upload-Post’s published retention schedule, content awaiting publication is retained until publication is completed or cancelled, plus up to 30 days for audit and troubleshooting.
Published content references and publication metadata are retained for the duration of the supplier agreement or as configured through the service. Captions, publication status, request/job identifiers, post URLs and related metadata are handled under the applicable supplier retention category.
Upload-Post logs and backups: the published standard schedule provides for operational/performance logs for up to 90 days, security logs for up to 12 months, and backups for up to 30 days from creation. These records and backups are supplier-controlled. KlubAmp has not implemented a custom deletion schedule within Upload-Post and relies on the supplier’s standard retention and deletion processes.
[bookmark: KlubAmp_C_4_9]C.4.9. Other residual supplier copies
Other residual supplier copies: Make’s and OpenAI’s reviewed public documents do not establish a fixed purge period for all routine supplier backups. The stated message, media and log periods therefore do not constitute a universal maximum for every supplier-held residual copy. Cloudinary’s confirmed recovery period and limited retention exceptions are described above.
[bookmark: KlubAmp_C_4_10]C.4.10. Manual exports
Manual offboarding: on receiving notice that a club is leaving the service, KlubAmp will offer the customer an export before deleting its data. Upon request made before deletion, KlubAmp will manually export the remaining coach and club configuration and any available operational data in a commonly used electronic format, such as CSV or JSON. The standard manual export is free of charge. The export format and delivery arrangements will be agreed with the customer. KlubAmp does not currently provide an automated data-export feature.
Message data already deleted under the seven-day retention policy cannot be recovered; the export covers data remaining at the time of preparation.
Temporary handling of manual customer exports: where necessary to provide a requested export, KlubAmp may temporarily download it to the primary administrator’s password-protected, encrypted MacBook, which is not shared with other users. The export will be used only for the requested transfer and deleted promptly after it has been sent successfully to the customer. KlubAmp does not retain exports as a separate local archive or backup. Where practical, the export will be provided directly from the relevant supplier or system without retaining a local copy.
This is a temporary administrative processing step; the MacBook is not used as an ongoing customer-data store.
Delivery of customer exports: KlubAmp will provide exports only to the customer’s authorised contact, using a reasonably secure electronic method appropriate to the nature and sensitivity of the data. The method may include a secure download link where available or an email attachment where appropriate. Exports containing sensitive or substantial personal data may receive additional protection, such as password protection or encryption. Any password used for the export will be communicated separately.
The delivery method will be chosen for the particular export; no dedicated customer-download portal or fixed technical delivery method is prescribed.
[bookmark: KlubAmp_C_4_11]C.4.11. Offboarding and confirmation
KlubAmp disconnects the departing club’s connected social media accounts within seven days of notice and normally deletes its coach and club configuration within the same period. Any requested export is provided before configuration deletion. The parties may agree a short extension in writing before the planned deletion, identifying the revised date for completing the export and deleting the configuration. The extension does not change the disconnection deadline, suspend automatic message/media retention or make expired data recoverable.
Following export, or if none is requested, remaining customer data is deleted under this procedure and the retention arrangements above. Necessary incident records and evidence are handled under Appendix E.3, subject to Clause 11. Supplier-controlled residual copies follow their separately stated periods; offboarding does not erase them all within seven days. KlubAmp knows of no specific legal requirement to retain club content, coach details or club configuration after offboarding. Any legal retention obligation arising in a particular case remains subject to Clause 11.
Ordinary business records: invoices, accounting records and other information retained under applicable financial or tax law are separate from the club content, coach details and club configuration processed on the customer’s behalf under these Clauses. Their required retention does not justify keeping those club data after offboarding.
Offboarding confirmation: KlubAmp will send the club a brief email confirming deletion of its KlubAmp configuration and disconnection of its social media accounts. The email may note supplier-controlled logs, backups and residual data subject to supplier retention policies. This operational confirmation does not certify deletion of copies that still remain. Certification under Clause 11.1 will be provided by email once the deletion obligation has been fulfilled. A separately formatted deletion certificate or detailed technical report is not provided as standard.
[bookmark: KlubAmp_C_4_12]C.4.12. Published content
Published content: the club remains responsible for managing and deleting posts on its own social media accounts. Standard offboarding excludes removal of previously published posts. Requests for additional assistance are considered separately and are outside the standard service, without limiting applicable legal obligations.
[bookmark: _Toc501369818][bookmark: _Toc505602993][bookmark: _Toc505780026][bookmark: _Toc506305870][bookmark: _Toc511035890][bookmark: _Toc14435442][bookmark: KlubAmp_C_5]C.5. Processing location
Processing of the personal data under the Clauses cannot be performed at other locations without the data controller’s prior written authorisation. For material supplier location changes, this includes the conditional general authorisation granted in E.6. The currently authorised locations are:
[bookmark: KlubAmp_C_5_1]C.5.1. KlubAmp administrative processing
KlubAmp is administered by Edward de Renzy-Martin from Skovkrogen 15, 2920 Charlottenlund, Denmark. The nominated emergency technical helper may carry out the agreed emergency administrative work from Denmark, subject to Appendix C.2. Temporary handling of manual exports follows Appendix C.4. The following locations distinguish primary hosting from possible support, security and onward processing. A supplier’s registered or billing address does not establish its processing location.
[bookmark: KlubAmp_C_5_2]C.5.2. Make locations
Make: the Core plan on EU1 uses primary hosting in Ireland. The supplier list effective 12 December 2025 identifies EU hosting in Ireland and support-ticket hosting in Germany. Make has confirmed that non-EEA customer-support access may occur through its entities in the United States, India and Kosovo. Possible affiliate/support locations are Germany, Czech Republic, United States, Sweden, Denmark, Netherlands, Canada, Japan, Kosovo, United Kingdom, France, Switzerland, Spain, Italy and India. These are disclosed possible locations, not a statement that every location receives each club’s data.
Optional supplier features outside the KlubAmp service are not included merely because they appear on the supplier list.
[bookmark: KlubAmp_C_5_3]C.5.3. Twilio locations
Twilio: the standard WhatsApp service uses United States primary processing (US1), including Twilio Inc. as a downstream provider of Twilio Ireland Limited. Twilio’s September 2026 list identifies Meta in the United States for the WhatsApp channel, and applicable hosting, operational and message-safety providers in the United States and EU. A generic reference to another Twilio product or region does not mean KlubAmp uses it.
[bookmark: KlubAmp_C_5_4]C.5.4. Cloudinary locations
Cloudinary: KlubAmp uses the Pay-as-you-go plan offered by Cloudinary. Default encrypted asset storage is in United States AWS S3 buckets. Cloudinary’s DPA places disaster-recovery sites in the same regulatory region as the primary environment; the default United States environment therefore uses United States disaster-recovery storage. The supplier list dated 3 February 2025 identifies United States hosting, monitoring and support-platform storage. CloudFront, Akamai, Cloudflare and Fastly provide global CDN/security services with nodes inside and outside the EEA.
Cloudinary confirms that authorised personnel may remotely access customer data from Israel, the United States, the United Kingdom and Poland when necessary for support, operations or security, subject to need-to-know access controls. Published subprocessor storage locations and global CDN delivery are recorded separately in F.3.
[bookmark: KlubAmp_C_5_5]C.5.5. OpenAI locations
OpenAI: EU data residency is not enabled. The API-related infrastructure, moderation and support entries in the supplier list updated 9 July 2026 identify possible processing in Australia, Brazil, Canada, Finland, France, Germany, India, Indonesia, Ireland, Italy, Japan, Malaysia, Mexico, Netherlands, Norway, Philippines, Poland, Singapore, South Africa, South Korea, Spain, Sweden, Switzerland, United Arab Emirates, United Kingdom and United States. Support processing applies where customer data is shared for a support case; human moderation applies to flagged content.
Cloudflare processes API traffic at its data centre closest to the end user; its dated network-location information forms part of the location record. These disclosures describe possible scope, not the route of every request.
[bookmark: KlubAmp_C_5_6]C.5.6. Upload-Post locations
Upload-Post: publishing infrastructure and media processing are in Germany; media storage and backups use EU-restricted or EU multi-region storage. The supplier list updated 4 September 2026 also discloses possible United States corporate access and support-mail processing, and transactional email processing in France. Optional AI, advertising and billing activities are not treated as club-content flows merely because they are listed. Upload-Post has confirmed that its internal Telegram engineering alerts receive no personal data processed on behalf of KlubAmp’s club customers; this scope is recorded in C.6.
[bookmark: KlubAmp_C_5_7]C.5.7. Incorporated location records
The dated supplier-location extracts in supplementary Appendix F (sub-appendices F.1 to F.6) are incorporated into Appendix C.5 and C.6 as part of the processing-location and transfer-instruction record and are retained within these Clauses. Each records the relevant published details, source version where stated, capture date and original source link. Supplementary supplier confirmations are identified separately. The source links are for reference; the agreed record remains available if a website changes or a link is unavailable. Later website changes do not automatically expand these instructions.
Material supplier location changes outside the documented scope follow E.6. Additions or replacements of sub-processors remain subject to Clause 7 and Appendix B.2. Other processing outside the agreed instructions requires the controller’s documented authorisation. This record does not represent EU/EEA-only processing.
Supplier location records captured on 4 October 2026: Make (F.1); Twilio (F.2); Cloudinary (F.3); OpenAI API (F.4); Cloudflare network (F.5); Upload-Post (F.6).
[bookmark: KlubAmp_C_5_8]C.5.8. OpenAI optional controls
OpenAI data residency and retention controls: EU data residency, Zero Data Retention and Modified Abuse Monitoring are not enabled under the current service arrangements. Standard API data-retention settings apply as described in C.4. The current configuration does not restrict processing to the EU/EEA. These Clauses do not include a commitment or activation date for these optional controls.
[bookmark: _Toc501369820][bookmark: _Toc505602994][bookmark: _Toc505780027][bookmark: _Toc506305871][bookmark: _Toc511035891][bookmark: _Toc14435443][bookmark: KlubAmp_C_6]C.6. Instruction on the transfer of personal data to third countries 
Transfer arrangements at a glance
This table summarises the arrangements documented below. C.5, C.6 and Appendix F define the full approved scope and conditions. A valid applicable transfer basis is required; a summary entry does not authorise wider processing.
	Supplier (details)
	Current processing scope
	Conditional safeguards

	Make / Celonis (C.5; C.6; F.1)
	EU1 primary hosting in Ireland; support-ticket hosting in Germany. Possible non-EEA support access in the US, India and Kosovo; other disclosed affiliate/support locations appear in F.1.
	Applicable DPF for US transfers; confirmed internal Module Three SCCs for US/India/Kosovo support. Any required direct KlubAmp–Make Module Three must be effective before transfer.

	Cloudinary (C.5; C.6; F.3)
	Default US asset and disaster-recovery storage; global CDN delivery. Necessary staff access from Israel, the US, the UK and Poland.
	Applicable DPF or adequacy; otherwise incorporated SCCs, including Module Three. Written confirmation covers outside-EEA access, including applicable UK mechanisms and supplementary safeguards.

	Twilio Ireland (C.5; C.6; F.2)
	Standard WhatsApp processing in US1, including Twilio Inc. and Meta in the US; applicable hosting, operational and message-safety providers in the US/EU.
	DPF, Twilio BCRs and SCCs in the stated order where applicable. Module Three applies where SCCs govern processor-to-processor transfers.

	OpenAI API (C.5; C.6; F.4; F.5)
	EU data residency is off. Possible API infrastructure, support and moderation processing in the countries listed in F.4; network scope in F.5.
	EEA DPA route designates OpenAI Ireland Ltd.; onward transfers use SCC-containing agreements or an applicable Commission adequacy decision. This route does not enable EU data residency.

	Upload-Post / TONVI TECH SL (C.5; C.6; F.6)
	Publishing infrastructure/media processing in Germany; EU-restricted or EU multi-region media/backup storage. Possible US corporate/support-mail processing; transactional email in France.
	Section 6/Annex IV: applicable adequacy decisions, DPF for certified recipients and SCCs with Module Three where relevant. Club personal data is excluded from the internal Telegram alerts on the supplier’s written confirmation.



[bookmark: KlubAmp_C_6_1]C.6.1. Instructed data flows
By signing these Clauses, the controller instructs KlubAmp to carry out the following service-related data flows using the suppliers in Appendix B and the locations in C.5: Twilio receives and sends WhatsApp messages and media, including drafts, approvals, moderation exchanges and confirmations; Make receives the relevant user identifiers, content, media references, club configuration and workflow/publication records; Cloudinary receives photos/videos and creates the media variants needed for the service; OpenAI receives the inputs needed for generation, checking, moderation and applicable transcription; Upload-Post receives approved text/media, authorised destination credentials and publication identifiers/status for publishing.
These flows recur as the club uses the service, for the duration and retention periods in Appendices A and C.4. Supplementary Appendix F forms part of these location and transfer instructions. Location notices and the resulting authorisations under E.6 form part of these documented instructions and will be retained with them.
The instruction includes necessary hosting, delivery, support, security and supplier-controlled retention within the documented service-specific scope. It is conditional on a valid GDPR Chapter V transfer basis wherever required and does not authorise an unidentified recipient, an unspecified expansion of countries, or disclosure merely because a third-country authority requests it.
[bookmark: KlubAmp_C_6_2]C.6.2. Make transfer arrangements
Make/Celonis Inc.: Make’s standard customer agreement incorporates its DPA. Make has confirmed that its DPA covers KlubAmp acting as a processor for its club customers, with Make acting as KlubAmp’s subprocessor. Section 7.1 of the published DPA identifies DPF as the primary EEA-to-Celonis Inc. mechanism and Module Two SCCs as the published fallback if the framework is invalidated. For overseas support access, Make has confirmed EU processor-to-processor SCCs (Module Three) for its entities in India and Kosovo.
Make maintains Data Transfer Impact Assessments for these transfers, available on request under an NDA. For United States transfers, Make confirms that Celonis Inc. is actively registered under the EU-US DPF and that it relies on this framework; it also confirms internal EU processor-to-processor SCCs (Module Three) for these transfers. These internal onward-transfer arrangements do not replace any SCCs required directly between KlubAmp and Make.
Where SCCs are required for KlubAmp’s processor-to-subprocessor role, the applicable Module Three clauses and annexes must be effective before the relevant transfer begins. The relevant support recipients and locations are recorded in C.5.
[bookmark: KlubAmp_C_6_3]C.6.3. Cloudinary transfer arrangements
Cloudinary Inc.: KlubAmp uses the Pay-as-you-go plan offered by Cloudinary under standard online terms, proceeding on the agreed basis that Cloudinary’s DPA applies to this processor/subprocessor relationship. Section 6 provides DPF commitments and notification/alternative safeguards if certification ceases, or an applicable adequacy decision; otherwise the incorporated SCCs apply, including Module Three for processor-to-processor transfers. Applicable SCCs and annexes are deemed accepted and signed under the DPA. Cloudinary confirms signed DPAs, including SCCs, with its subprocessors.
Its written confirmation identifies the personnel access countries recorded in C.5 and confirms that applicable outside-EEA access is covered by its DPA safeguards, including DPF where applicable, SCCs, applicable UK transfer mechanisms, and appropriate contractual, technical and organisational safeguards. These arrangements do not establish EU-only processing.
[bookmark: KlubAmp_C_6_4]C.6.4. Twilio transfer arrangements
Twilio Ireland Limited: its standard terms incorporate the Data Protection Addendum and expressly cover customers acting as processors. Schedule 3 applies DPF, Twilio’s BCRs and SCCs in the stated order where applicable. The BCR services include the standard WhatsApp service. Module Three applies where SCCs govern processor-to-processor transfers; the clauses and annexes are deemed signed through the supplier agreement. Twilio’s published subprocessor information states that transfer impact assessments have been performed where its subprocessor engagements require cross-border transfers. These safeguards do not establish EU-only processing.
[bookmark: KlubAmp_C_6_5]C.6.5. OpenAI transfer arrangements
OpenAI API: the standard Services Agreement incorporates the DPA through acceptance or service use. For an EEA customer, the current addendum designates OpenAI Ireland Ltd.; section 4.1 also designates that entity to process EEA data regardless of the billing/contracting party. It provides for SCC-containing agreements or an applicable Commission adequacy decision for onward transfers. This agreement uses that EEA route and does not treat KlubAmp’s US invoice as activating EU data residency. EU data residency is not enabled. The storage controls and standard supplier retention are described in C.4.
[bookmark: KlubAmp_C_6_6]C.6.6. Upload-Post transfer arrangements
Upload-Post / TONVI TECH SL: standard terms automatically incorporate DPA v1.5, which expressly covers customers acting as processors. Publishing-only processing uses the section 6/Annex IV safeguards, including applicable adequacy decisions, DPF for certified recipients and SCCs with Module Three where relevant. Optional AI features are outside KlubAmp’s use. Upload-Post has confirmed in writing that no personal data processed on behalf of KlubAmp’s club customers enters its internal Telegram engineering alerts, including club content, media, access tokens, member data, profile names or social media handles.
These alerts concern account-level operational and security events. Billing alerts concern KlubAmp’s own account and billing details, processed by Upload-Post as an independent controller. On the basis of that confirmation, this Telegram channel is outside the club-data processing covered by these Clauses. This scope does not authorise any later use of club personal data in the channel; any proposed change requires the prior authorisation and valid transfer safeguards required under these Clauses.
[bookmark: KlubAmp_C_6_7]C.6.7. Evidence and transfer conditions
KlubAmp will keep evidence of the applicable transfer mechanism. DPF reliance requires an active, applicable certification; where an adequate country/recipient route applies, SCCs are not required solely for that route. Where SCCs are required, the applicable transfer assessment, including any assessment required under the SCCs and applicable European data-protection law, together with any necessary supplementary measures, must support the actual transfer. Required assessments and supplier information will be available to the controller, subject to appropriate confidentiality. A transfer will not be performed under these instructions where the required safeguards cannot be established.
[bookmark: KlubAmp_C_6_8]C.6.8. Publication destinations
Approved content is transmitted only to the club’s configured social-media destinations, which may include Facebook, Instagram, LinkedIn, TikTok and X. Those platforms act under their own terms after receipt. The club is responsible for selecting its platforms, the required notices and permissions, and its applicable platform arrangements. This instruction authorises the requested publication; it does not represent that every platform’s processing is confined to Europe or that accepting this DPA replaces a required platform transfer safeguard.
If the data controller does not in the Clauses or subsequently provide documented instructions pertaining to the transfer of personal data to a third country, the data processor shall not be entitled within the framework of the Clauses to perform such transfer.  
[bookmark: _Toc501369821][bookmark: _Toc505602995][bookmark: _Toc505780028][bookmark: _Toc506305872][bookmark: _Toc511035892][bookmark: _Toc14435444][bookmark: KlubAmp_C_7]C.7. Procedures for the data controller’s audits, including inspections, of the processing of personal data being performed by the data processor
[bookmark: KlubAmp_C_7_1]C.7.1. Audit requests and remote review
The customer may send audit requests to admin@klubamp.com. KlubAmp will first provide relevant available documentation and answers by email to demonstrate compliance with these Clauses and Article 28 GDPR. Audits will normally be conducted remotely through documentation review and, where useful, discussion or appropriately limited screen sharing. On-site inspection remains available where remote review is insufficient or where required by applicable law or a supervisory authority.
Where that information is insufficient, or an inspection is required by applicable law or a supervisory authority, KlubAmp will allow and contribute to an audit, including an inspection, conducted by the customer or its appointed auditor. Routine inspections are normally limited to once per calendar year and require at least 30 days’ prior written notice. Additional inspections will be permitted where reasonably necessary following a personal data breach or evidence of non-compliance, or where required by applicable law or a supervisory authority.
Shorter notice will be accommodated where reasonably necessary following a personal data breach, or where required by applicable law or a supervisory authority. Other practical arrangements for an inspection will be agreed with the customer. This procedure does not limit the customer’s statutory audit rights. Customer auditors must be subject to binding confidentiality obligations. Audit access will be limited to information relevant to the processing of the customer’s personal data and compliance with these Clauses.
KlubAmp will protect other customers’ personal data and system credentials, using redaction or other appropriate arrangements where necessary without preventing a meaningful audit. These arrangements do not prevent disclosures required by law or to a competent supervisory authority. The customer bears the cost of its appointed auditor and each party bears its own staff time and internal costs, unless otherwise agreed in writing or required by applicable law. This cost allocation does not make legally required audit access conditional on additional payment.
No independent audit report or certification is represented as currently available.
[bookmark: KlubAmp_C_8]C.8. Oversight and review of sub-processors
[bookmark: KlubAmp_C_8_1]C.8.1. Supplier oversight
KlubAmp will review the listed sub-processors’ published data processing agreements, security information and international transfer arrangements at least annually, and following notification of a material change or a relevant security incident. Reviews will consider the supplier’s processing relevant to the KlubAmp service. This is an agreed review procedure and does not represent that previous annual reviews have been completed. KlubAmp will retain a brief internal record of each review, recording the date, information reviewed, any concerns identified and actions taken.
Where a review identifies a material data-protection concern, KlubAmp will follow up with the supplier, take appropriate corrective action and inform affected customers where necessary. These steps do not replace the breach notification obligations under Clause 10. On request, KlubAmp will provide the customer with relevant available supplier-review information, subject to confidentiality obligations and protection of other customers’ personal data. Redaction or a summary may be used where necessary, without limiting information required by applicable law or these Clauses.
No independent supplier audit report or certification is represented as currently held by KlubAmp.
[bookmark: _KlubOtherTerms]Appendix D	The parties’ terms of agreement on other subjects
Appendix E supplements this Appendix D pursuant to Clause 13.1. Appendix F is supplementary information incorporated into Appendix C through C.5 and C.6. Appendices E and F contain additional terms and information agreed by the parties and do not amend or override the Clauses.
[bookmark: _KlubSupplementaryTerms]Appendix E	Supplementary operational terms
The following supplementary terms apply between the parties. They supplement, but do not replace or restrict, the Clauses. If any supplementary term conflicts with the Clauses, the Clauses take priority.
E.1. Potentially unlawful instructions
If KlubAmp reasonably believes that a customer instruction would breach applicable data-protection law, KlubAmp may pause the affected processing and ask the customer to clarify, amend or confirm the instruction. Processing will resume once KlubAmp has received sufficient clarification or a corrected instruction that can lawfully be followed. This procedure applies where a potential breach is reasonably apparent; it does not require KlubAmp to perform a general legal review of every customer instruction.
E.2. Sub-processor and processing-location notices
Notices under Clause 7.3 and E.6 will be sent by email to the data controller’s nominated contact. The applicable notice and objection arrangements are set out in Appendix B.2 and E.6.
E.3. Breach notification and response
Breach awareness: KlubAmp becomes aware when available information establishes, with a reasonable degree of certainty, that a security incident has compromised personal data processed under these Clauses. Suspected incidents will be investigated promptly. Notification to the customer will not be postponed pending completion of the investigation or assessment of the risk to individuals.
Notification shall be sent by email to the data controller’s nominated contact, to enable the data controller to comply with its obligations under Article 33 GDPR. If KlubAmp becomes aware that the notification email cannot be delivered, it will promptly try the customer’s nominated telephone number or another known contact channel, using the contact details held for that customer, and record the contact attempt. The customer shall maintain a functioning contact email address and current telephone or other contact details, and inform KlubAmp of any changes without undue delay.
KlubAmp will keep a brief internal record of personal-data breaches, recording when it became aware, available facts, notifications and contact attempts, and actions taken. Where reasonably necessary, KlubAmp will take reasonable steps to preserve available incident evidence using supplier controls or other secure arrangements. Records and evidence will contain only necessary personal data, have restricted access and be retained only while needed for investigation, customer assistance or applicable legal requirements. Normal deletion continues, with any exception limited to necessary incident evidence. Erasure and return at the end of the services remain governed by Clause 11.
E.4. Offboarding confirmation
Completion of the agreed offboarding process is confirmed by a brief email as described in Appendix C.4, subject to applicable legal requirements.
E.5. Costs of assistance
Reasonable assistance required by applicable data-protection law will be provided in accordance with the Clauses. Standard manual exports are free of charge. Where a request requires substantial bespoke work outside KlubAmp’s standard service, the parties may agree reasonable charges, with the scope and fee agreed in writing before that work begins. Required assistance will not be delayed or withheld because of a payment dispute. The audit cost arrangements in C.7 remain applicable.
E.6. Material changes to processing locations
By signing these Clauses, the data controller gives prior written general authorisation for material changes by an approved sub-processor that introduce processing of customer personal data in a country outside the scope recorded in Appendices C and F, subject to the following conditions. KlubAmp will email the controller’s nominated contact at least 30 days before the new location is used for that customer’s data, identifying the change, affected country, intended effective date and applicable transfer safeguards. The authorisation takes effect only after that notice period expires without objection and the required safeguards under C.6 are established. No separate affirmative reply is required.
The objection, discussion of alternatives, termination without cancellation penalty, proportionate refund and offboarding arrangements in B.2 apply equally to these changes. A timely objection prevents KlubAmp from relying on this general authorisation for the disputed change unless the objection is resolved with the customer. If these conditions cannot be met, the affected processing will not be performed in the new location. Adding or replacing a sub-processor remains subject to Clause 7 and B.2.
General internet routing and CDN delivery changes within the already authorised arrangement do not by themselves trigger this procedure. This exception does not authorise countries or recipients outside the documented scope. This authorisation does not extend the agreed purposes, data categories or optional supplier features.
[bookmark: _KlubLocationRecords]Appendix F	Supplier location information
These dated extracts preserve the supplier-location information incorporated into C.5 and C.6 within this agreement. The source links identify the publications; the records remain readable without website access. They describe possible published locations, not the route of every club’s data. They do not authorise optional products or wider processing. Changes remain subject to C.5, Appendix B.2 and E.6.
Abbreviations: EU means European Union; US means United States; UK means United Kingdom; UAE means United Arab Emirates.
Make  |  Twilio  |  Cloudinary  |  OpenAI  |  Cloudflare  |  Upload-Post
[bookmark: _KlubLocationMake]Sub-appendix F.1 Make
Effective 12 December 2025. Captured 4 October 2026.
Source: Make published location list
	Provider
	Function
	Location for Core EU1

	Amazon Web Services Inc.
	Hosting
	Ireland

	MongoDB Limited
	Database
	Ireland

	84Codes AB
	Workflow execution
	Ireland (selected AWS region)

	Supabase Inc.
	Database
	Ireland

	Cloudflare Inc.
	Network/security
	EU

	Freshdesk Inc.
	Support tickets
	Germany



Possible affiliate support is principally provided from the Czech Republic.
	Affiliate location
	Published entity

	Germany
	Celonis SE; Celonis Deutschland GmbH; Celonis Labs GmbH

	Czech Republic
	Celonis s.r.o.

	US
	Celonis, Inc.; Celonis Labs LLC

	Sweden
	Celonis AB

	Denmark
	Celonis ApS

	Netherlands
	Celonis B.V.

	Canada
	Celonis Canada Ltd.

	Japan
	Celonis K.K.

	Kosovo
	Celonis L.L.C.

	UK
	Celonis Ltd.

	France
	Celonis SAS

	Switzerland
	Celonis Schweiz GmbH

	Spain
	Celonis S.L.

	Italy
	Celonis Srl

	India
	Celonis India Private Ltd.



The publication specifies EU for Cloudflare without individual countries. Optional Make products and features are outside this extract. Make’s written confirmation identifies potential non-EEA support access in the US, India and Kosovo; the safeguards are recorded in C.6.
[bookmark: _KlubLocationTwilio]Sub-appendix F.2 Twilio
Last updated September 2026. Captured 4 October 2026.
Source: Twilio published location list
	Provider
	Function
	Published location

	Twilio Inc.
	Service delivery
	US (standard US1)

	Meta
	WhatsApp delivery
	US

	Adaptive Mobile (ENEA)
	Messaging safety
	US

	Amazon Web Services
	Hosting/storage
	US, EU, Australia; product/region-dependent

	Clickhouse
	Hosting/storage
	US, EU



KlubAmp uses standard WhatsApp/US1 as described in C.5. Other regional options do not establish KlubAmp’s use of those regions. EU is not broken down into countries in these rows. Optional Voice, Flex, SendGrid, AI and other products are outside this extract. “Meta” is the provider name used in Twilio’s publication. Its exact onward-processing legal entity and recipient-specific transfer safeguards await supplier confirmation. The message-delivery role is distinct from any separate WhatsApp/Meta processing under applicable platform terms and privacy information; the applicable contractual boundary is also being confirmed.
[bookmark: _KlubLocationCloudinary]Sub-appendix F.3 Cloudinary
Last updated 3 February 2025. Captured 4 October 2026.
Source: Cloudinary published location list
	Published provider label
	Function
	Published storage location

	AWS; Google Cloud Platform
	Hosting
	US

	Amazon CloudFront; Akamai; Fastly
	CDN
	Global

	Cloudflare
	CDN/security
	Global

	Snowflake
	Warehouse
	US

	SendGrid
	Email
	US

	Zendesk; Intercom
	Support
	US

	Datadog
	Monitoring
	US

	OpsGenie; Pagerduty; OpenAI
	Operations/support
	US

	Rollbar
	Error tracking
	US

	Perception Point
	Threat protection
	US

	Zapier
	Automation
	US

	Cloudinary Inc; Cloudinary UK Ltd; Cloudinary Poland Sp. z o.o.
	Subsidiaries
	N/A; headquarters US, UK, Poland respectively



Global describes worldwide CDN delivery without enumerating countries. Support/monitoring entries are potential recipients; headquarters are not verified processing locations. Default United States asset storage is confirmed by the supplier, and DPA Annex II places disaster-recovery sites in the same regulatory region. In a written reply signed Zachary and recorded on 6 October 2026, Cloudinary confirms authorised personnel in Israel, the United States, the United Kingdom and Poland for necessary support, operations and security access on a need-to-know basis. These personnel locations are separate from the published subprocessor storage and worldwide CDN scope. Transfer safeguards are described in C.6. EU hosting has not been confirmed for KlubAmp’s Pay-as-you-go plan. Enterprise alternatives and optional Assets Portals, Creative Review and billing functions are not included.
[bookmark: _KlubLocationOpenAI]Sub-appendix F.4 OpenAI API
Last updated 9 July 2026. Captured 4 October 2026.
Source: OpenAI API published location list
	Provider
	Function
	Published location

	Cloudflare, Ltd.
	CDN
	Nearest end-user data centre; see F.5

	Microsoft Corporation
	Infrastructure
	Australia, Brazil, Canada, France, Germany, India, Indonesia, Ireland, Italy, Japan, Mexico, Netherlands, Norway, Poland, Singapore, South Africa, South Korea, Spain, Sweden, Switzerland, UAE, UK, US

	CoreWeave, Inc.
	Infrastructure
	Norway, Spain, Sweden, UK, US

	Oracle Cloud Infrastructure
	Infrastructure
	Brazil, Japan, Malaysia, Netherlands, UK, US

	Google Cloud Platform
	Infrastructure
	Finland, Japan, Netherlands, Norway, UK, US

	Amazon Web Services, Inc.
	Infrastructure
	US

	Cerebras
	Infrastructure
	US, Canada

	Snowflake, Inc.
	Warehouse
	US

	Confluent
	Infrastructure management
	US

	TaskUs, LLC
	Support/moderation
	Philippines

	Intercom, Inc.
	Support
	US

	Salesforce
	Support
	Australia, Brazil, Canada, France, Germany, India, Indonesia, Ireland, Italy, Japan, Singapore, South Africa, South Korea, Sweden, Switzerland, Netherlands, UAE, UK, US

	Accenture International Limited
	Support/moderation
	US, Canada, Philippines

	Cinder Technologies, Inc.
	Moderation
	US

	OpenAI, OpCo, LLC; OpenAI, LLC
	Affiliate support
	US

	OpenAI Ireland Ltd.
	Affiliate support
	Ireland

	OpenAI UK Ltd.
	Affiliate support
	UK

	OpenAI Japan Ltd.
	Affiliate support
	Japan



Support uses customer-disclosed data; moderation uses flagged samples. ZDR is off. Unused optional features are excluded.
[bookmark: _KlubLocationCloudflare]Sub-appendix F.5 Cloudflare network
Undated. Captured 4 October 2026.
Source: Cloudflare network published location list
	Published region
	Countries and territories

	North America
	Canada, United States

	Latin America and Caribbean
	Argentina, Barbados, Bolivia, Brazil, Chile, Colombia, Costa Rica, Dominican Republic, Ecuador, Grenada, Guatemala, Guyana, Honduras, Jamaica, Mexico, Panama, Peru, Puerto Rico, Paraguay, Suriname, Trinidad and Tobago

	Europe
	Albania, Austria, Belgium, Bulgaria, Belarus, Switzerland, Cyprus, Czech Republic, Germany, Denmark, Estonia, Spain, Finland, France, United Kingdom, Greece, Croatia, Hungary, Ireland, Iceland, Italy, Lithuania, Luxembourg, Latvia, Moldova, North Macedonia, Netherlands, Norway, Poland, Portugal, Romania, Serbia, Russia, Sweden, Slovenia, Slovakia, Turkey, Ukraine

	Middle East
	United Arab Emirates, Bahrain, Israel, Iraq, Jordan, Kuwait, Lebanon, Oman, Palestine, Qatar, Saudi Arabia

	Africa
	Angola, Burkina Faso, Botswana, Democratic Republic of the Congo, Côte d’Ivoire, Cameroon, Djibouti, Algeria, Egypt, Ethiopia, Ghana, Kenya, Madagascar, Mauritius, Mozambique, Namibia, Nigeria, Réunion, Rwanda, Senegal, Tunisia, Tanzania, Uganda, South Africa, Zambia, Zimbabwe

	Asia
	Armenia, Azerbaijan, Bangladesh, Brunei, Bhutan, Georgia, Hong Kong, Indonesia, India, Japan, Kyrgyzstan, Cambodia, South Korea, Kazakhstan, Laos, Sri Lanka, Mongolia, Macao, Maldives, Malaysia, Nepal, Philippines, Pakistan, Singapore, Thailand, Tajikistan, Taiwan, Vietnam

	Mainland China
	China

	Oceania
	Australia, Fiji, Guam, New Caledonia, New Zealand, French Polynesia



Network locations do not establish actual KlubAmp routing.
[bookmark: _KlubLocationUploadPost]Sub-appendix F.6 Upload-Post
Last updated 4 September 2026. Captured 4 October 2026.
Source: Upload-Post published location list
	Provider
	Function
	Published location

	Hetzner Online GmbH
	Hosting/databases/backups
	Germany

	Cloudflare, Inc.
	Media storage/CDN/DNS
	EU R2 jurisdiction; US corporate access

	Google Cloud EMEA Limited / Google LLC
	Backups/logs/scheduler data
	EU multi-region; US corporate access

	TONVI TECH SL
	Media processing (self-hosted balrog)
	Germany, via Hetzner

	Namecheap, Inc.
	Support email; conditional disclosure
	US

	Amazon Web Services EMEA SARL
	Account email
	France



KlubAmp uses publishing only. Optional AI, advertising, billing and independent account activities are not treated as club-content flows. TONVI’s self-hosted component is not a separate company. Upload-Post’s written clarification excludes club personal data from its internal Telegram alerts; C.6 records that exclusion. Club-selected social platforms remain governed by the separate publication instruction in C.6.
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